ATTACK SPOTLIGHT

Flight Confirmation Scams

Attackers are sending phishing emails that

mimic flight confirmation messages. They
hope to trick you into clicking a malicious link
and entering personal information.

Falling for one of these malicious emails

TYPICALLY, A FLIGHT
CONFIRMATION EMAIL SHOULD COME
FROM THE SAME COMPANY THAT
BOOKED YOUR FLIGHT.

can do real harm to you or your organization.

Flight Confirmation Mon 11/2/2020 7:51PM
.

Early Check-In <donotreply@travelersinfo.com=
=]
e To: Cheyenne Burgos

Thank you for your purchase. We encourage you to review this
information before your trip.

If you need to contact us or check on your flight information, go to
travelresinfo.com, call 800212252 or call the number on the back of
your Reward card.

Now, managing your travel plans just got easier. You can exchange,
reissue and refund electronic tickets at travelresinfo.com.

Take control and make changes to your itineraries at
travelresinfo.com/itineraries.

Speed through the airport.
Check-in online for your flight.

Flight Information

If you receive an email that appears to be a flight confirmation message:

Don’t immediately
® interact with the email.

Looks legitimate: Verify it with the
sender. Don’t reply directly to the email.
Use another means of communication.

PLEASE UNDERSTAND THIS IS FOR TRAINING PURPOSES. IT IS NOT AN ACTUAL ATTACK
ON YOU OR YOUR COMPANY. IF YOU HAVE ANY QUESTIONS PLEASE CONTACT ONLY
YOUR EMPLOYER FOR FURTHER INFORMATION.

Take your time
to evaluate it.

Looks suspicious: Report it to the
appropriate team in your organization.
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