ATTACK SPOTLIGHT

Attackers are sending emails that ask the

recipient to purchase one or more high-value

gift cards. The goal? To trick the recipient into

sending the gift card numbers and PINs ... to GIFT CARDS ARE POPULAR

the attacker. ANB Cﬂ“[“lﬂ"——“[“
FOR CYBERCRIMINALS!

These requests may promise to reimburse the
recipient, or direct them to use official funds.
They often leverage personal and professional
relationships to sound more believable.

Ahead of the Independence Day Holiday

Good Morning Cameron,

Freedom is quintessential for a happy life and we are blessed to have it.
Wishing a very Happy 4th of July to our staff. On the occasion of USA
Independence Day, we wish our employees a wonderful day with a loved
ones and an inspiring day in the memories of those who foght for the
independence the management has decided to surrise some of the staff with
Gifts for their diligence, hard work and dedication. I would appreciate, if you
keep this confidential. However, I need you to get a purchase done on my
behalf. Email once you recieve this.

Jim

President & Chief Executive Officer

sent from my mobile device

Be prepared when it comes to gift carding scams. Follow these tips:
« If you’re asked to purchase gift cards, contact the requester directly to verify
* Use established contact details to validate any purchase request

* Stay alert for warning signs, like emotional appeals and promises to reimburse

Received a suspicious email? Contact your IT security team immediately.
By alerting your team early, you can help limit the attack’s impact.
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